TTP Detail – T1070
TTP Information
Name: Indicator Removal
Description: Adversaries may delete or modify artifacts generated within systems to remove evidence of their presence or hinder defenses. Various artifacts may be created by an adversary or something that can be attributed to an adversary’s actions. Typically these artifacts are used as defensive indicators related to monitored events, such as strings from downloaded files, logs that are generated from user actions, and other data analyzed by defenders. Location, format, and type of artifact (such as command or login history) are often specific to each platform.

Removal of these indicators may interfere with event collection, reporting, or other processes used to detect intrusion activity. This may compromise the integrity of security solutions by causing notable events to go unreported. This activity may also impede forensic analysis and incident response, due to lack of sufficient data to determine what occurred.
Threat-Mapped Scoring
Score: 0.0
Priority: Unclassified
Kill Chain Phases
• mitre-attack: defense-evasion
Malware
BPFDoor
Bankshot
BlackEnergy
DUSTTRAP
DarkWatchman
EVILNUM
Flagpro
FunnyDream
HermeticWiper
IPsec Helper
Maze
Metamorfo
MultiLayer Wiper
Neoichor
Orz
Rising Sun
SDBbot
SUNBURST
Sardonic
ShadowPad
Sibot
Stuxnet
Tools
CSPY Downloader
Donut
SILENTTRINITY
APTs (Intrusion Sets)
APT42
APT5
Lazarus Group




