TTP Detail – T1052.001
TTP Information
Name: Exfiltration over USB
Description: Adversaries may attempt to exfiltrate data over a USB connected physical device. In certain circumstances, such as an air-gapped network compromise, exfiltration could occur via a USB device introduced by a user. The USB device could be used as the final exfiltration point or to hop between otherwise disconnected systems.
Threat-Mapped Scoring
Score: 0.0
Priority: Unclassified
Kill Chain Phases
• mitre-attack: exfiltration
Malware
Agent.btz
Machete
Remsec
SPACESHIP
USBStealer
APTs (Intrusion Sets)
Mustang Panda
Tropic Trooper




