CWE Detail – CWE-523
Description
Login pages do not use adequate measures to protect the user name and password while they are in transit from the client to the server.
Extended Description
N/A
Threat-Mapped Scoring
Score: 3.0
Priority: P2 - Serious (High)
Related Attack Patterns (CAPEC)
CAPEC-102
Modes of Introduction
• Architecture and Design: OMISSION: This weakness is caused by missing a security tactic during the architecture and design phase.
Common Consequences
• Impact: Gain Privileges or Assume Identity — Notes: 
Potential Mitigations
• Operation: Enforce SSL use for the login page or any page used to transmit user credentials or other sensitive information. Even if the entire site does not use SSL, it MUST use SSL for login. Additionally, to help prevent phishing attacks, make sure that SSL serves the login page. SSL allows the user to verify the identity of the server to which they are connecting. If the SSL serves login page, the user can be certain they are talking to the proper end system. A phishing attack would typically redirect a user to a site that does not have a valid trusted server certificate issued from an authorized supplier. (Effectiveness: N/A)




