CWE Detail – CWE-1088
Description
The code has a synchronous call to a remote resource, but there is no timeout for the call, or the timeout is set to infinite.
Extended Description
This issue can prevent the product from running reliably, since an outage for the remote resource can cause the product to hang.  If the relevant code is reachable by an attacker, then this reliability problem might introduce a vulnerability.
Threat-Mapped Scoring
Score: 1.8
Priority: P4 - Informational (Low)
Common Consequences
• Impact: Reduce Reliability — Notes: 




